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Phishing Targets and Trends 

Phishing attacks are on the rise and are projected to continue to rise. Botnets all across the world 
continue to use their compromised hosts to serve SPAM emails and phishes. This is a major contributor 
to the rise in phishing attacks. 

 

 TOP Targets for phishing this week: 

CyberDefender phishing database is a compilation of data that is collected from user reported suspicious 
phishing web pages as well as partnering security vendors and industry organizations. The most favored 
organizations that have been targeted by phishes are as follows: 

1>EBay 

2>PayPal  

3>IRS.gov  

4>HSBC  

5> Bank of America  
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 Existing trends seen in phishing attacks:  
 
 

I) 
• Targeting banks that are based outside the US.  

Phishing attacks using foreign languages on the rise. 

• Using foreign languages in phishing attacks. 
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II) 

• Steal users login information by re-directing them to another site where they need 
to login to see communication from another member. 

Phishing attacks targeting social networking users.  

• Targets sites such as Facebook, Twitter, Orkut, and MySpace. 
 

 

 

 

 

III) 
• Stealing email accounts to SPAM the user’s contacts. 

Phishing attacks against YAHOO Mail users. 
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IV) 
• Goads user to download “Tax statement” which is the W32/Zbot Trojan.  

Phishing attacks targeting the IRS that attempts to infect the user with malware files. 
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V) 
 
Phishing attacks targeting users of ecommerce websites like EBay.  

 


